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Unfortunately, the growth of digital marketplaces, driven by
convenience, changing consumer behavior and increasing
digitization, also offers opportunities for fraudsters with
malicious intent.

Identity fraud at onboarding

Many apps require users to create an account on the
marketplace as part of the onboarding process. Without
accurate identity information, it can be more challenging
for the platform to understand who the user claims to be,
making it more difficult to police fraud

Fake accounts/profiles

This scam involves the creation of fake accounts, which
can be used to leave false negative reviews on buyer
listings, harass other users or gain monetary benefits.

Stolen credit cards and payments/transaction fraud

Transaction fraud occurs when a buyer makes a purchase
with payment information that doesn't belong to them, such
as a stolen credit card

Account takeover

Legitimate accounts can also fall victim to cyberattacks
and hackers for monetary gain

O-—0 Fake accounts/profiles or listings

M| Fake profiles can be used to defraud potential customers; @
leading to reputational harm to the platform or company
operator.

False advertising
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Fraudsters will use false advertising to misrepresent the
products or services being sold and manipulate the buyer.

Securing the customer journey

Businesses need to have effective fraud prevention strategies that protect buyers and sellers on
both sides of the platform
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Set up account/membership
(onboarding)

Verify that the user is who they say they are
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O Log-in and ongoing authentication
Identify anomalous behavior for known users
and block bad actors from account takeover.
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O Confirm payer identity and that they're the

sole owner of the payment instrument.

Reviews
Prevent false reviews.

Taking the right action
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The key to the long-term success of digital marketplaces is built on protecting themselves and their
users from fraudulent activity, building trust, and improving their overall trust and safety practices.

Explore Experian’s suite of fraud and identity solutio



https://pwc.blogs.com/files/sharing-economy-final_0814.pdf
https://www.experian.com/business/solutions/fraud-management

