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CONFIDENTIAL
Accelerate the identification of valuable customers and prevent

fraud

Digital Identity Fraud Risk Assessment

Digital s Online Malware &
. 1 Web & Mobile Geolocation Behavioral U
I Identit @ 9 ’ Bot Threat
JEIEIidg) ety = Device Intelligence VPN & Proxies Analysis

Assessment Data - Intelligence

Identity Verification

Identity E Identity Attributes ‘ Identity

Verification & Scores @ Anomalies

Physical Identity Fraud Risk Assessment

Analyze 5 Fraud Scores - = Velocities & Correlation & &_”  Machine
q - == . —e
Fraud Risk & Reason Codes S==Z  Frequencies C Linkages o’.\. Learning
Risk-Appropriate Authentication
Step-Up @ Knowledge Based a Multifactor Authentication Document
Authentication ‘ Authentication Secure Notification L)  Authentication

FRAUD INVESTIGATIONS & MANUAL REVIEW
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Physical Identity
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%\Iur SEcl)\iuﬁons Start with Superior Data Assets

Through our proprietary linking technology, profiles have been built on over 400 million individuals, 280 million active
and 25 million businesses. Our databases have in excess of 10,000 data sources providing these updates as frequently as
each data provider allows including daily, bi-weekly, weekly and monthly that include, but is not limited to:

Tri-bureau Credit Header data

LN is the only company in the US to have header files from all
3 bureaus

Traditional landline and wireless Phone data

Utility Files

Court Records

Department of Corrections data

Real Property Deed & Mortgages

Property Assessment

State and non-state sourced motor vehicle records

SEC Filings (Business IDV Solutions)

National coverage of state and non-state sourced death
records

@” LexisNexis-
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Watercraft

Aircraft

Professional Licenses

Tax Liens & Judgments

UCC Filings (Business IDV Solutions)
Education Records

Various Contributory Data Sources



CONFIDENTIAL

|Identity Verification

@ LexisNexis



CONFIDENTIAIEIexID® leverages the LexID® advanced linking technology
and thousands of data sources

Le>< | D® FlexID

Leverages LexID to Link Billions of Identity
Records & Thousands of Sources

An advanced linking technology
platform that delivers intelligent
information connections

a a
PR S
= ih
EA = Online, Utility,
[n-] m Phone, and Other

Identity Records
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Product Details
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%onsumer FlexID® Overview

Verifies individuals and highlights contradictory or suspicious identity

characteristics using a three layered approach

‘ Validates that the application data submitted is real.

Issued social security number

Legitimate address USPS standards

+ Dial-able phone number

’ Verifies the input elements belong to a single
identity.

Input SSN is linked with the input name

Input address is the correct and current
address

Input DOB is linked to the input name

Input phone number is listed to the input
name and address

a Identifies compromised or suspicious identities.

Multiple identities associated with a single
SSN or address

Input SSN is not the primary SSN for the
input identity

SSN deceased or issued prior to DOB

@‘ LexisNexis-
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CONFIDEI\I-I-IAbompu’[ing the CVI

Results from two unique verification methodologies c Hene
and a risk analysis are combined into a 00 — 50 CVI omprenensive
Verification Index

(00 - 50)

Name-Address- Name-
SSN Address-Phone
Verification Verification
(0-12) (0-12)

Risk Analysis

CVI Definitions

00 = Nothing verified

10 = Critical ID elements not verified or are associated with different person(s); High risk analysis overrides
20 = Minimal verification, critical ID elements not verified across both NAP-level and NAS-level sources

30 = Partial verification; Typically, the SSN or address is the verification failure

40 = Last name, address & SSN or Last name, address & phone verified in most scenarios

50 = Name, Address, SSN verified; Phone and DOB may or may not be verified

e — o e -
@ Lex I S N ex I S ® *New option to allow positive DOB and/or DL verification to impact CVI calculation
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CONFIDENTIAL oy 1De: GVI Sub-Indices

NAS

Name - Address - SSN Verification

0 = Nothing found for input criteria
1 = Input SSN is associated with a different name and
address
2 = Input First Name and Last Name matched
3 = Input First Name and Address matched
4 = Input First Name and SSN matched
5 = Input Last Name and Address matched
6 = Input Address and SSN matched
7 = Input Last Name and SSN matched
8 = Input First Name, Last Name and Address matched
9 = Input First Name, Last Name and SSN matched
10 = Input First Name, Address and SSN matched
11 = Input Last Name, Address and SSN matched
12 = Input First Name, Last Name, Address and SSN
matched

'@ LexisNexis-
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NAP

Name - Address - Phone Verification

0 = Nothing found for input criteria
1 = Input phone is associated with a different name and

address

2 = Input First Name and Last Name matched

3 = Input First Name and Address matched

4 = Input First Name and Phone matched

5 = Input Last name and Address matched

6 = Input Address and Phone matched

7 = Input Last Name and Phone matched

8 = Input First Name, Last Name and Address matched
9 = Input First Name, Last Name, and Phone matched

10 = Input First Name, Address and Phone matched
11 = Input Last Name, Address and Phone matched
12 = Input First Name, Last Name, Address and Phone
matched

10



CONFIDENTIAE exID®: Output Fields

@ Core indices (CVI, NAS, NAP)

@ Potential Risk Indicators

@ Y/N (0/1) Verification flags for each input element provided on
input (also includes Driver’s License)*

@ DOB match level

@ Y/N (0/1) Data validity indicators for each input element provided
on input (including valid SSN, DL, and Passport Number)

@ PO Box flag

® CMRA flag

® LexID

@ Y/N Indicator: is there is an SSN on file for the identity at
LexisNexis

@ No raw data returned

@” LexisNexis-
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File#:

Borrower: JAMES TESTCASE

Key Findings

5880

Flex ID Report
Creditreporting
Services
Ref#:
SSN: ***x**x(QQQ1

Flex ID Report

Powered by

@ LexisNexis:

Ordered SHUBAM

By: SRIVASTAV
Date
Ordered: 12/16/2020

Cvi

50 - Full name, address, phone, SSN verified

A D

CONEYBENTIAL

Input First name, Last name, Address, and Phone matched [Data Source=Phone Listing]

NAS Summary

Input First name, Last name, Address, and SSN matched

Risk Indicators

NO POTENTIAL RISK INDICATOR FOUND

Details
First Name Verified
Last Name Verified
Phone Status Connected
SSN Verified
Valid SSN Valid
SSN Belongs to s
Deceased @ No

https://devtest.mortgagecreditlink.com/shared/identity_search/SearchResult.aspx

Street Address Verified
City Verified
State Verified
ZIP Verified
Date of Birth No DOB found or no DOB submitted
Date of Birth Match Level No DOB found or no DOB submitted

*** END OF REPORT ***
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